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Comments from American Land and Title (ALTA)
1. The current definition of “personal information” circulated among the drafting group
combines the very broad definition of nonpublic information under the Gramm-LeachBliley Act (GLBA) with a general definition found in state notification statutes. While we
appreciate the task force’s effort to create a comprehensive definition that combines
federal and state regulation of “personal information” we believe the inclusion of the
subsections (e)-(h) are unnecessary for this Data Security Model Law and tend to
confuse the focus of this effort.
In talking to my members, they prefer a definition on personal information that is closer
to the Florida statute rather than the model law or GLBA. GLBA has a dual purpose
governing information sharing and security practices of financial industry. This mixed
purpose leads to a complex set of definitions that we do not believe make sense for the
model law.
Out of the GLBA came the Privacy Rule and the Safeguards Rule. The Safeguards Rule
refers to the definition of nonpublic information as defined in 16 CFR 313.3(n).
Nonpublic information is further described in 16 CFR 313.3(n) as “personally identifiable
financial information”. Further, under the Information Security Guidelines issued by
federal banking regulators pursuant to Section 501(b) of GLBA, the definition of
protected information is defined as “sensitive customer information” which means a
customer’s name, address, or telephone number in conjunction with the customer’s
social security number, driver license number, account number, credit or debit card
number, or a personal identification number or password that would permit access to
the customer’s account. It also includes any combination of components of customer
information that would allow someone to log onto or access the customer’s account,
such as user name or password or password and account number. (See, e.g. Interagency
Guidance on Response Programs for Unauthorized Access to Customer Information and
Customer Notice. See, 12 C.F.R. Part 30, App B (national banks).
2. On thinking about the third party service provider definition, we would suggest the
following:
“Third-party service provider” means a person or entity, not otherwise defined as a
licensee, that a licensee contracts with to securely maintain, process, or store personal
information under the licensee’s possession, custody or control. I like this.
This proposed revision attempts to provide more clarity with respect to the relationship
between the “owner” of the information and the third party that is contracted to store
or maintain that information. Under the current definition would could have a situation
where an entity that is the “owner” of the information (such as a lender), becomes a
Third Party Service Provider of a title insurance underwriter or agent.
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3. Additionally, we would suggest the following replacement for 4(f)(2):
(2) Based on the risk assessment of the third party service provider, obtain and
periodically review each third-party service providers policies and to secure the
licensee’s personal information that is held in a system maintained by the third-party
service provider.
As we discussed on the call in many instances the licensee will not be able to dictate a
providers security procedures. However they need to make some judgment that the
procedures are appropriate to help comply with this law.
4. Lastly, we are mindful that the suggestion was to explore the alternative to a harm
trigger; however we still believe that some type of harm trigger is appropriate. While we
agree that financial impact is not the only way in which a consumer may be harmed, the
lack of a harm trigger could result in an regulators and consumers receiving unnecessary
and confusing notices for minor breaches. The goal of the notification provision should
be to ensure consumers get meaningful information to help them determine how to
best protect themselves after a breach. Our worry is that consumers will become
desensitized if they are inundated with notifications for incidental breaches where there
is no reasonable likelihood of use of the data.
Steve

Steve Gottheim
Senior Counsel
American Land Title Association
202.261.2943 direct
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Commen
nts of the Center
C
for Economic Ju
ustice
to
o the NAIC Cybersecurrity Task Foorce Draftin
ng Group
Janu
uary 23, 201 7
The
T Center fo
or Economicc Justice (CE
EJ) submits tthe followingg, reflecting comments m
made
and issuees discussed during the past
p few draffting group ccalls.
Data Breeaches without Consum
mer Harm
In
n an earlier call,
c industry
y raised the concern
c
of hhaving to nottify consumeers in the eveent
of data brreaches/dataa losses for which
w
no con
nsumer harm
m can or wouuld occur. Inn response too the
exampless raised by in
ndustry – co
onsumer dataa was sent byy the licenseee to the wroong organizaation,
but was recovered
r
beefore the dataa was used or
o further disstributed – C
CEJ suggesteed that this w
was
an issue of
o whether a data breach
h had occurreed as opposeed to an issuue of evaluating consumeer
harm.
We
W restate ou
ur position th
hat consumers are in the best positioon to determiine if lost or
stolen daata may endaanger them. We strongly
y oppose a hharm trigger, which leavees it up to
insurers to
t determinee if the damaage from a daata breach riises to the leevel of potenntial consumeer
harm. Co
onsumer nottification is the
t only way
y for consum
mers to learnn about loss oor theft of
personal information
n which may endanger th
hem. Insurerrs can never be in a position to evaluuate
the poten
ntial harm to a consumerr of the loss or
o theft of thhat consumerr’s personal informationn.
Just as haaving accoun
nting and au
uditing proceedures, proceesses and strructures in pllace to ensurre
consumer premiums and paymen
nts are proteccted, so are ddata securityy and data brreach notificcation
policies and
a procedurres essentiall in an era off insurers’ coollection andd use of digittized personnal
informatiion.
In
n an effort to
o address inssurers’ conceern about dat
ata loss or theeft for whichh there is no
consumer harm, CEJJ has proposeed the follow
wing to ACL
LI, AHIP andd IIABA for their
consideraation. The proposed
p
lan
nguage exem
mpts from thee definition oof data breacch (and related
requirem
ments for con
nsumer notifiication), events in whichh the insurer can determiine and
demonstrrate that the lost data hass not been ussed and has nnot been furrther distribuuted.
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CEJ Comments to NAIC Cybersecurity TF Drafting Group
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C. “Data breach” means the acquisition of unencrypted personal information by an
unauthorized person.
“Acquisition” does not include a data breach for which the licensee has determined with a
very high degree of certainty that the personal information released to an unauthorized
person has not been used and has been returned or destroyed without, further release.
The term “data breach” does not include "Data Breach without Use of Personal
Information."
D. Data Breach Without Use of Personal Information means a Data Breach for which the
licensee has determined with a very high degree of certainty that that the personal
information acquired by the unauthorized person has not been used and has been returned
or destroyed without, further release or acquisition.
Inserted elsewhere in the model:
[An insurer must report all incidents of Data Breach without Use of Personal Information
to the Commissioner with documentation of the investigation and determination that the
incident was a Data Breach without Use of Personal Information]
[Data Breach notice requirements do not apply to incidents of Data Breach without Use
of Personal Information.]
Third Party Service Providers
CEJ has the following comments and suggestions on the proposed edits regarding thirdparty service providers.
We support the following edit:
“Third-party service provider” means a person or entity, not otherwise defined as a
licensee, that contracts with a licensee to maintain, process, store or otherwise have
access to personal information used by the licensee or under the licensee’s possession,
custody or control.
We oppose the changes to Section 4F which appear to remove licensee responsibility for
third party data breaches. We have concern that the proposed language provides an incentive for
a licensee to serve as a conduit for personal information from the consumer to the third party
with the third party having possession custody or control instead of the licensee, but with the
third party providing licensee access to the personal information as needed. For example, a
licensee could collect personal information and pass to the third party, then access the
information as needed for rating or claims or marketing without the licensee ever taking
possession, custody or control.
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In addition, the proposed changes change the requirements for a licensee utilizing a third
party service provider from responsibility for outcomes to simply responsibility for pre-outcome
procedures. We believe it is essential for licensees to be responsible for data breach outcomes –
not only to ensure some entity is responsible to consumers, but to create the appropriate
incentives for licensees to seek the best outcomes for consumers.
The edits to section 6F2 creates a requirement for a third party service provider, but the
commissioner has no authority over such an entity -There are two uses of the term “third-party.” One is the use of a third party for dealing
with data breach aftermath and the other is third party service provider’s role in using or storing
personal information. We find it confusing to use the same term “third party: for both. Further,
it is unclear why “third party” needs to be included in all the data breach aftermath activities 5A,
B, C and D as it seems obvious that a licensee can either investigate a breach itself or use a third
party to investigate the breach as long as the investigation meets required standards. Stated
differently, it is unclear why there is a concern about a licensee using a third party to fulfill the
licensee’s obligations in this section, since the licensee remains responsible whether the licensee
performs these required tasks itself or through the use of a vendor.
Safe Harbors for Other State or Federal Requirements
Proposed new section 2B states the model is not intended to require a data breach notice
when otherwise required and is not intended to establish a separate information security program.
This proposed language is problematic for several reasons. First, it invites a lack of uniformity
across licensees, with some licensees meeting the requirements of the model and others not.
Second, the language incentivizes licensees to promote lowest-common-denominator alternative
statutory requirements for information security and data breach notification. Third, there is no
requirement that the “safe harbor” alternative to the insurance data security model requirements
actually meet the standards of the insurance data security model.
The best way to achieve uniformity and consumer protection is to advance a model with
strong consumer protections. Then, the licensee, in meeting the requirements of the insurance
data security statute, will also meet the requirements of other state and federal data security
statutes – while promoting uniformity across states for insurance licensees.
Private Cause of Action
We oppose the numerous changes that significantly weaken consumer protections. The
proposal to add a harm trigger without a private cause of action and without disclosure
requirements by the insurer or Commissioner of data breaches not meeting the harm trigger
makes insurers and regulators unaccountable to consumers. We repeat our recommendation that
the model create a private cause of action for violations of the consumer protection / data breach
notification sections of the model.
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Definition of Data Breach
We support a broad definition of data breach, without harm triggers, as discussed above.
“Data breach” means the acquisition of unencrypted personal information by an
unauthorized person.
There should also be a definition of encryption, encrypted or unencrypted to ensure that
the encryption is meaningful consumer protection. The current definition is weak because “low
probability” is not defined and because it fails to account for theft of the encryption key.
The additional sections refer to “good faith” acquisition or belief. We oppose these
sections because “good faith” is vague and unaccountable to consumers. We suggest an
approach as discussed above in which the licensee can determine and demonstrate with a very
high degree of certainty that the lost data has not been used and has not been further distributed.
Definition of Personal Information
We support a broad definition of personal information and oppose efforts to reduce
consumer protection by virtue of unreasonable limits on the definition of personal information.
Section H2a defines personal information to exclude a consumer’s name and “nontruncated social security number.” This provision should be modified to “any three or more
consecutive digits from a social security number. It is common for organizations to utilize the
last four digits of a social security number as a means for identifying consumers. Consequently,
the loss of a consumer’s name and last four digits of a SSN could result in significant consumer
harm.
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Peter Kochenburger Comments
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Sections 2 and 3 Discussion Document
(from the 12/20/16 call)
Insurance Data Security Model Law
Section 2. Purpose and Intent
A. Notwithstanding any other provision of law including [insert reference to state’s general data security
breach notification law], the purpose and intent of this Act is to establish the exclusive standards in this
state for data security and investigation and notification of a data breach applicable to licensees, as
defined in Section 3G,.
B. It is not the intent of this Act to require that a licensee send notice to consumers affected by a
data breach under Section 6D when notice has been or is being sent to consumers in accordance with
a federal statute or regulation applicable to that licensee. It is also not the intent of this Act that a
licensee be required to set up a separate information security program under Section 4 if that licensee
has established and maintained an information security program in accordance a federal statute
or regulation applicable to that licensee. If a licensee relies upon this provision it shall provide to
the Commissioner upon request the specific federal statute or regulation upon which it relies and
the manner in which it asserts compliance.
A licensee subject to and compliant with the privacy and information security program requirements
of Pub.L. 106–102, 113 Stat. 1338, enacted November 12, 1999, or to Pub.L. 104–191, 110 Stat.
1936, enacted August 21, 1996, any amendments thereto, and any accompanying regulations such
statutes, or rules, regulations, procedures or guidelines established thereunder, is deemed compliant with
Section 4, Information Security Program, of this Act to the extent such statutes, rules, regulations,
procedures, or guidelines apply to all personal information, as defined in Section 3H, in whatever form
maintained by that licensee.
A licensee subject to and compliant with data breach notification requirements of Pub.L. 106–102, 113
Stat. 1338, enacted November 12, 1999, or to Pub.L. 104–191, 110 Stat. 1936, enacted August 21, 1996,
any amendments thereto, and any accompanying regulations such statutes, or rules,
regulations, procedures or guidelines established thereunder, is deemed compliant with Section 6D,
Notification to Consumers.This Act shall not be construed as superseding, altering, or affecting any
statute, regulation, order or interpretation of law in this state, except to the extent that such statute,
regulation, order or interpretation is inconsistent with the provisions of this Act and then only to the
extent of the inconsistency. A state statute, regulation, order or interpretation is not inconsistent with the
provisions of this Act if the protection such statute, regulation, order or interpretation affords any person
is greater than the protection provided under this Act.

Drafting Note: This model law is intended
to supplant the provisions of the NAIC’s
Standards for Safeguarding
Consumer Information Model Regulation
(#673). Therefore, states that have
adopted that model law should repeal it
when it enacts this model law.

Section 3. Definitions

Comment [JMM1]: We may place this language
in Section 4.

Comment [JMM2]: We may place this language
in Section 6.

As used in this Act, the following
terms shall have these meanings:
A.

“Consumer” means an
individual, including but
not limited to applicants,
policyholders, insureds,
beneficiaries, claimants,
certificate holders and
others whose personal
information is in a
licensee’s possession,
custody or control.

B.

“Consumer reporting
agency” has the same
meaning as “Consumer
reporting agency that
compiles and maintains
files on Consumers on a
nationwide basis” in
section 603(p) of the Fair
Credit Reporting Act (15
U.S.C. 1681a(p)).

C. This Act may not be construed to create or imply any new private causes of action for violation of its
provisions that does not already exist under the laws of this state nor may it be construed to curtail a
private cause of action which would otherwise exist in the absence of this Act.
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C.

“Data breach” means the unauthorized acquisition, release or use of personal information that
is reasonably likely to result in harm or inconvenience to a Consumer.

The term “data breach” does not include:
(1) the unauthorized acquisition, release or use of encrypted personal information that is encrypted
or otherwise protected by another method that renders the information unreadable, unusable,
inaccessible, or indecipherable if the encryption, or other protective process or key is not also
acquired, released or used without authorization.
(2) the good faith acquisition of personal information by an employee if not subject to further disclosure;
or
(3) the unauthorized disclosure of personal information to an employee of another licensee if no
further disclosure.
(4) the unauthorized disclosure of personal information where the licensee has a good faith belief that
the person to whom the unauthorized disclosure was made is not reasonably able to retain the
information.
D.

“Encrypted” means the transformation of data into a form which results in a low probability of
assigning meaning without the use of a protective process or key.

E.

“Harm or inconvenience” means any of the following or the reasonable likelihood thereof:
(1) Identity theft;
(2) Other types of fraud; or Fraudulent transactions on financial accounts; or
(3) Any act or event that results in financial or reputational damage or loss of privacy to the consumer.
(3) Other misuse as defined by [insert state definition of misuse or comparable term, if applicable].

Drafting Note: Several states have defined the term “misuse” in state law and can refer to this in Section
3E(3). If a state does not have this term defined, they may consider either deleting that paragraph or defining
misuse above using a definition similar to that of other states. For example, see 17-A Me. Rev. Stat. § 905-A,
which provides that
A person is guilty of misuse of identification if, in order to obtain confidential information, property or services,
the person intentionally or knowingly:
Comment [JMM3]: We will be discussing the definition of data breach on the call. Look for the Data Breach Definition Comparison Chart posted under Meeting
Materials at:
http://www.naic.org/cmte_ex_cybersecurity_tf.htm
.
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A. Presents or uses a credit or debit card that is stolen, forged, canceled or obtained as a result of fraud
or deception;
B. Presents or uses an account, credit or billing number that that person is not authorized to use or that
was obtained as a result of fraud
or deception; or
C. Presents or uses a form of legal identification that that person is not authorized to use.
F. “Information security program” means the administrative, technical, and physical safeguards that a licensee
uses to access, collect, distribute, process, protect, store, use, transmit, dispose of, or otherwise handle
personal information.
G. “Licensee” means any person or entity licensed, authorized to operate, or registered, or required to be
licensed, authorized, or registered pursuant to the insurance laws of this state, including licensed insurance
producers..
H. “Personal Information” means:
(1) A financial account number relating to a Consumer, including a credit card number or debit card
number, in combination with any security code, access code, password, or other personal
identification information required to access the financial account; or
(2) Information including:
The first name or first initial and last name of a Consumer in combination with:
(a) The Consumer’s non-truncated social security number;
(b) The Consumer’s driver’s license number, passport number, military identification number, or
other similar number on a government-issued document;
(c) A user name or e-mail address, in combination with a password or security question and
answer that would permit access to an online or financial account of the Consumer;
(d) c) Biometric data of the Consumer that would permit access to financial accounts of the
Consumer;
(e) d) Any information of the Consumer that the licensee has a legal or contractual duty to protect
from unauthorized access or public disclosure;

(f) The Consumer’s
date of birth;
(g) e) Information that
the Consumer
provides to a
licensee to obtain an
insurance product or
service used
primarily for
personal, family, or
household purposes
from the licensee;

Comment [PK1]: Addressing Wes’ concerns
Formatted: Highlight

(h) f) Information about
the Consumer
resulting from a
transaction
involving an
insurance product or
service used
primarily for
personal, family, or
household purposes
between a licensee
and the Consumer;

Formatted: Highlight

(i) g) Information the
licensee obtains
about the Consumer
in connection with
providing an
insurance product or
service used
primarily for
personal, family, or
household purposes
to the Consumer; or

(j) h) A list, description, or other grouping of Consumers (and publicly available information pertaining to them), that is
derived using the information described in Section 3H(2)(g) through (i), that is not publicly available.
(3) A user name or e-mail address, in combination with a password or security question and answer that would permit access to an
online or financial account of the Consumer;
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(3 4) Any of the data elements identified in Section 3H(2)(a) through (f) when not in connection with the
Consumer’s first name or initial and last name, if those elements would be sufficient to permit the

(4 5) The first name or first initial and last name of a Consumer in combination with any information or
data except age or gender, that relates to:
(a) The past, present or future physical, mental or behavioral health or condition of a Consumer;
(b) The provision of health care to a Consumer; or
(c) Payment for the provision of health care to a Consumer.
The term “personal information” does not include publicly available information that is lawfully made
available to the general public and obtained from federal, state, or local government records; or widely
distributed media.
“Third-party service provider” means a person or entity that contracts with a licensee to maintain,
process, store or otherwise have access to personal information under the licensee’s possession, custody
or control.

fraudulent assumption of the Consumer’s identity or unauthorized access to an account of the Consumer.

© 2017 National Association of Insurance Commissioners

Additional Comments Page 13

I.

Third-Party Service Provider
Provisions Redline Document
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INSURANCE DATA SECURITY MODEL LAW
Provisions Related to Third-Party Service Providers
[Proposed Revisions to Version 2 for Jan. 10 Drafting Group Call]
Section 3.

Definitions

As used in this Act, the following terms shall have these meanings:
H.

“Personal Information” means: information possessed by a licensee or provided by a licensee to
a third-party service provider and includes:
(1)

A financial account number relating to a consumer, including a credit card number or
debit card number, in combination with any security code, access code, password, or
other personal identification information required to access the financial account; or
***

I.

Section 4.
F.

“Third-party service provider” means a person or entity, not otherwise defined as a licensee, that
contracts with a licensee to maintain, process, store or otherwise have access to personal
information under the licensee’s possession, custody or control.
Information Security Program
Oversight of Third-Party Service Provider Arrangements
The licensee shall:
(1)

Exercise due diligence in selecting each third-party service provider; and

(1)(2) Confirm and document with each third-party service provider that it is able to
implement appropriate measures to secure the licensee’s personal information that is held
in a system maintained by the third-party service provider. The licensee shall also
confirm and document that the third-party service providers will comply with all relevant
provisions of this Act, including all rights provided to affected consumers. The licensee
shall be responsible for any failure by such third-party service providers to so comply.
contract only with third-party service providers that are capable of maintaining
appropriate safeguards for personal information in the licensee’s possession, custody or control,
and the licensee shall be responsible for any failure by such third-party service providers to
protect personal information provided by the licensee to the third-party service providers
consistent with this Act. 9

Formatted: Highlight
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Section 5.
A.

B.

Investigation of a Data Breach
If the licensee learns that a data breach of personal information has or may have occurred
in relation to personal information in the possession, custody or control of the licensee or any of
the licensee’s third-party service providers, theoccurred, the licensee, or a third party acting on
behalf of that licensee, or its agent designated to act on its behalf for purposes of the investigation
and other responsibilities under this Act, .shall conduct a prompt investigation.
During the investigation, the licensee, or its agent designated to act … … or a third party acting on
behalf of the licensee, shall, at a minimum:
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(1)

Assess the nature and scope of the data breach or potential data breach;

(2)

Identify any personal information that may have been involved in the data breach;

(3)

Determine whether the personal information has been acquired, released or used without
authorization; and

(4)

Perform or oversee reasonable measures to restore the security of the information systems
compromised in the data breach in order to prevent further unauthorized acquisition,
release or use of personal information in the licensee’s possession, custody or control.

4*-+

C.

Section 6.
A.

If the licensee learns that a data breach has or may have occurred in in a system maintained
by a third-party service provider, the licensee will confirm and document that the third-party
service provider has completed the steps listed in Section 5B above.

Notification of a Data Breach
If following an investigation under Section 5, the licensee determines that an unauthorized
acquisition of personal information listed in Section 3H(1), (2)(a) through (f), (3) or (4) involved
in a data breach has occurred, the licensee, or or agent designated …a third party acting on behalf
of the licensee, shall notify:

Formatted: Highlight
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***
B.

Notification to the Commissioner
Notwithstanding the responsibilities prescribed in Sections 5A and 6A of this Act, no later than
three (3) business days after determining that a data breach has occurred, the licensee, or agent
designatedor a third party acting on behalf of the licensee, shall notify the commissioner that a
data breach has occurred. The licensee shall provide as much of the following information as
possible:

Formatted: Strikethrough

Notification to Consumer Reporting Agencies
The licensee, or agent …or a third party acting on behalf of the licensee, shall notify, as
expediently as possible and without unreasonable delay, after determining that a data breach has
occurred, each consumer reporting agency, if the data breach involves personal information listed
in Section 3H(1), (2)(a) through (f), (3) or (4) relating to 500 or more consumers. Notification
must include the date of the data breach, an estimate of the number of persons affected by the data
breach, if known, and the actual or anticipated date that persons were or will be notified of the data
breach.

D.

Formatted: Strikethrough
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***
C.
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Notification to Consumers
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The licensee,or agent … or a third party acting on behalf of the licensee, shall notify all consumers
whose personal information listed in Section 3H(1), (2)(a) through (f), (3) or (4) was affected as
expediently as possible and without unreasonable delay, and in no case later than sixty (60)
calendar days after determining that a data breach has occurred.
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***
E.

Notice Regarding Data Breaches of Third-Party Service Providers
In the event of a data breach in a system maintained by a third-party service provider, the licensee
shall comply with the notice requirements of Sections 6A through D. , unless the thirdparty service provider has agreed to send the notices. In the event that the third-party service
provider agrees to send the notices, licensee will confirm and document that this was completed as
required in this Act, and if not, the licensee will be responsible for necessary additions or
corrections to the notices. The computation of licensee’s deadlines shall begin on the day after the
third-party service provider notifies the licensee of the data breach or the licensee otherwise has
actual knowledge of the data breach, whichever is sooner.

F.

Formatted: Highlight

Notice Regarding Data Breaches of Insurers to Reinsurers
(1)

(2)

G.

Formatted: Highlight

In the event of a data breach involving personal information listed in Section
3H(1), (2)(a) through (f), (3) or (4) where the licensee is acting as an assuming insurer
and does not have a direct contractual relationship with the affected consumers:
(a)

The assuming insurer shall notify its affected ceding insurers and
the Commissioner of its state of domicile; and

(b)

The ceding insurers that have a direct contractual relationship with the
affected consumers shall fulfill the notification requirements imposed under
Section 6A through D.

In the event of a data breach involving personal information listed in Section
3H(1), (2)(a) through (f), (3) or (4) that is held in a system maintained by a third-party
service provider of a licensee acting as an assuming insurer and does not have a
direct contractual relationship with the affected consumers, the third-party service
provider shall notify the licensee of the data breach immediately upon determination that
a breach has occurred.

Notice Regarding Data Breaches of Insurers to Producers of Record

In the event of a data breach involving personal information listed in Section 3H(1), (2)(a) through (f),
(3) or (4) where the licensee is an insurer, the insurer shall, without unreasonable delay, notify the
producers of record of all affected consumers.
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Definitions ABA Refers to in Comment
Letter Dated January 9
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Definitions ABA Refers to in Comment Letter Dated January 9, 2017

Standards for Safeguarding Consumer Information Model Regulation (#673)
Section 2 - Definitions
A. “Customer information” means nonpublic personal information as defined in Section [cite applicable
section of state regulation that corresponds with Section 4S of the NAIC Privacy of Consumer
Financial and Health Information Model Regulation] about a customer, whether in paper,
electronic or other form, that is maintained by or on behalf of the licensee.

Privacy of Consumer Financial and Health Information Regulation (#672) Section
4 - Definitions
S.

“Nonpublic personal information” means nonpublic personal financial information and nonpublic
personal health information.

T.

(1)

(2)

(3)

“Nonpublic personal financial information” means:
(a)

Personally identifiable financial information; and

(b)

Any list, description or other grouping of consumers (and publicly available
information pertaining to them) that is derived using any personally identifiable
financial information that is not publicly available.

Nonpublic personal financial information does not include:
(a)

Health information;

(b)

Publicly available information, except as included on a list described in
Subsection T(1)(b) of this section; or

(c)

Any list, description or other grouping of consumers (and publicly available
information pertaining to them) that is derived without using any personally
identifiable financial information that is not publicly available.

Examples of lists.
(a)

Nonpublic personal financial information includes any list of individuals’ names
and street addresses that is derived in whole or in part using personally
identifiable financial information that is not publicly available, such as account
numbers.

(b)

Nonpublic personal financial information does not include any list of
individuals’ names and addresses that contains only publicly available
information, is not derived in whole or in part using personally identifiable
financial information that is not publicly available, and is not disclosed in a
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manner that indicates that any of the individuals on the list is a consumer of a
financial institution.
U.

V.

“Nonpublic personal health information” means health information:
(1)

That identifies an individual who is the subject of the information; or

(2)

With respect to which there is a reasonable basis to believe that the information could be
used to identify an individual.

(1)

(2)

“Personally identifiable financial information” means any information:
(a)

A consumer provides to a licensee to obtain an insurance product or service from
the licensee;

(b)

About a consumer resulting from a transaction involving an insurance product or
service between a licensee and a consumer; or

(c)

The licensee otherwise obtains about a consumer in connection with providing an
insurance product or service to that consumer.

Examples.
(a)

Information included. Personally identifiable financial information includes:
(i)

Information a consumer provides to a licensee on an application to
obtain an insurance product or service;

(ii)

Account balance information and payment history;

(iii)

The fact that an individual is or has been one of the licensee’s
customers or has obtained an insurance product or service from the
licensee;

(iv)

Any information about the licensee’s consumer if it is disclosed in a
manner that indicates that the individual is or has been the licensee’s
consumer;

(v)

Any information that a consumer provides to a licensee or that the
licensee or its agent otherwise obtains in connection with collecting on
a loan or servicing a loan;

(vi)

Any information the licensee collects through an Internet cookie (an
information-collecting device from a web server); and

(vii)

Information from a consumer report.
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(b)

Information not included. Personally identifiable financial information does not
include:
(i)

Health information;

(ii)

A list of names and addresses of customers of an entity that is not a
financial institution; and

(iii)

Information that does not identify a consumer, such as aggregate
information or blind data that does not contain personal identifiers such
as account numbers, names or addresses.
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